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Introduction 
This guide details the steps required to configure the Cybowall solution. It is made up of four broad 

components: 

1. Initial Configuration Steps 

2. Network Scanning 

3. Port Mirroring 

4. WMI Access 
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Initial Configuration Steps 
To start configuring Cybowall, follow the steps below. 

1. Navigate to System settings > Network devices and in the Domain name servers (DNS) section, 

configure the relevant DNS servers in ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ network: 

 

2. Cybowall connects to all network switches using SNMP. To allow this, add the SNMP information 

for all relevant switches by clicking the orange + icon to the right of the Network switch access 

(SNMP) section: 

 

3. Complete the following information (at minimum): 

Tag (description - one word, no spaces) 

Community 

Read (select to grant permission) 

 

4. Click Add: 
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Network Scanning 
For an organization to know which systems and devices are connected to the network, asset mapping 

is required. In order for Cybowall to discover and map connected assets, it needs to perform network 

scans. 

Network scans allow the organization to discover all devices with an IP address range, providing 

visibility of all connected devices and enabling effective monitoring of those assets. As a network 

evolves, network scanning allows a full picture of the network to be obtained and changes to be 

tracked. 

Before You Begin 
5ŜǘŜǊƳƛƴŜ Ƙƻǿ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ƴŜǘǿƻǊƪ ƛǎ ŎƻƴŦƛƎǳǊŜŘ ƛƴ ƻǊŘŜǊ ǘƻ ŎƻǊǊŜŎǘƭȅ ŎƻƴŦƛƎǳǊŜ /ȅōƻǿŀƭƭΦ 

The network can be configured in one of the following ways: 

¶ VLAN tagging (IEEE 802.1Q protocol) is utilized and the network has VLAN interfaces 

configured on the switch 

¶ VLAN tagging is not utilized 

Determining the Network Environment 
The method differs depending on the type of environment; physical server or virtual environment. 

Physical Server (Dedicated Hardware) 

To verify if the network environment is tagged or untagged, access and check the switch configuration 

(which the server is connected to). 

Since multiple types of switches exist, with their own setup, use the below link to access the manuals 

of known switch vendors (HP, Cisco, 3Com and others) in order to configure the port as a trunk port 

and assign to it the relevant VLANs: 

https://wiki.wireshark.org/SwitchReference 

http://www.cybowall.com
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Virtual Environment 

To determine the type of network environment, review the set-up of VMware or Hyper-V. 

VMware 

1. Navigate to the VM host Configuration > Networking section: 

 

2. Click on the vSwitch Properties. 

The presence of a VLAN ID indicates that VLAN tagging (IEEE 802.1Q protocol) is being used: 

 

If there is no VLAN ID, this indicates an untagged environment: 
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Hyper-V 

1. On the server on which Hyper-V is installed, click on the Windows key: 

 

2. Click on the Windows Administrative Tools tile: 
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3. Double click Hyper-V Manager: 

 

4. Under the Actions pane on the right, double click Virtual Switch Manager: 
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5. Select the relevant interface to show the interface properties. 

If the checkbox under VLAN ID is checked, the environment is set up for VLAN tagging (IEEE 

802.1Q protocol). If it is unchecked, the environment is untagged: 
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Network Scanning Configuration 
1. Login to the Cybowall UI using the IP address configured in the CLI ς refer to the Cybowall Quick 

Installation Guide (QIG). 

https://ipaddress:7443 

Username: admin 

Password: CBWadminPa$$ 

 

2. Navigate to the System settings > Network devices tab:  

 

 

These screenshots show the initial IP address and Default gateway for the Management service 

interface set up in the QIG. 
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Setting the Management IP, as above, automatically adds the network that the Management IP is 

a part of: 

 

3. Navigate to the Policy > Network scanner tab: 

 

4. Add the primary DHCP Server and DNS Server in the Default network definitions section. 

When new subnets are added, they automatically inherit the default network definition, unless 

otherwise specified. 

5. *Note: If any of the networks contain alternate DHCP and DNS servers, this step can be skipped. 

Add the information for each network in the Networks section: 
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6. Return to Systems settings > Network devices to configure the Network traps service 

(Honeypots). Click the orange Edit icon to the right of this section: 

 

a. For untagged networks: choose a Device, enter a free IP address and subnet mask and 

leave the VLAN id field blank. Click Update, then Apply changes: 
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b. For tagged networks: choose a Device, enter a free IP address and subnet mask and enter 

the relevant VLAN id. Click Update, then Apply changes: 
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Enabling the Network 
In order to start the scanning process, it is necessary to enable the network. 

1. Click the orange Edit icon on the right of the Networks section. The following window appears: 

 

Default gateway, DNS servers and DHCP servers configuration are optional. It is relevant only if 

the network in question has its own DHCP server. Complete the information if relevant. If not, 

leave blank. 

2. In order to enable scanning, toggle the Enabled status switch to the green ΨonΩ position, and click 

Update. 

If configured correctly, the Protected toggle turns green shortly after, indicating that Cybowall is 

able to scan the network segment: 

 

*Note: If ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ network consists of one network only, no additional network scanning 

configuration is required. Continue to the Port Mirroring section of this guide. 
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Adding Additional Networks/VLANs 
If more than one network needs to be scanned by Cybowall, these must be added. 

The following steps differ for tagged and untagged networks (refer to the Before You Begin section of 

this guide above). 

Untagged Networks 
Requires that Cybowall have as many interfaces as the organization has subnets. 

/ȅōƻǿŀƭƭΩǎ ƳƛƴƛƳum requirements specify 2 network interfaces; one for scanning and one for port 

mirroring. Additional subnets require that additional interfaces are added to Cybowall. 

*Note: Eth0 cannot be used for additional networks/subnets 

Eth0 is used for management and scanning. Eth1 is used for port mirroring. 

Example: 

¶ A network has 2 subnets: 172.16.100.0/24 and 192.168.1.0/24 

¶ In this scenario, Eth0 is used for the 172.16.100.0/24 network 

¶ Eth1 is reserved for port mirroring and cannot be used 

¶ It is necessary to add Eth2 to scan 192.168.1.0/24 

 

In a virtual environment, the number of interfaces required must be added. 

In the case of a physical server, verify that there are sufficient physical interfaces. 

 

1. To add another network, navigate to System settings > Network devices. 

2. In the VLAN access interface list click the orange + icon: 
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3. Ensure that the correct interface is chosen (Eth0 cannot be used again). 

4. Add a free IP address and subnet mask, choose the Untagged option, click Add and then Apply 

Changes: 

 

The new network is added to the list: 

 

5. Navigate to Policy > Network scanner to enable the newly added network: 

 

6. Click the Edit icon, and follow the steps outlined above in the Enabling the Network section of this 

guide. 
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Tagged Networks 
If VLAN tagging is in use, only two interfaces are required. 

1. Navigate to System Settings > Network devices and click the Edit icon on the right of the 

Management service section. 

2. Add the relevant VLAN id, click Update and then Apply Changes: 

 

*Note: Expect access to the unit to be lost at this stage. 
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Regaining Access to Cybowall 

To regain access to Cybowall, follow the steps below. 

Physical Server (Dedicated Hardware) 

1. To restore access, go the switch and change the role of the port that Cybowall is connected to via 

eth0 (Management interface) from an access port to a trunk port and allow all relevant VLANs. 

Access to the Cybowall UI is restored. 

2. If Cybowall is a virtual machine (VM), make changes to the virtual environment as well. 

Virtual Environment 

VMware 

1. Navigate to the VM host Configuration > Networking section: 
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2. Open the relevant vSwitch Properties: 

 

3. Click Add: 
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4. Give it a name under Network Label, select All (4095) under VLAN ID, and click Next: 

 

5. Click Finish: 
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6. Open the Cybowall Virtual Machine Properties and change the Network Connection to the newly 

created one. 

7. Click OK: 

 

After completion of these steps, the Cybowall UI is accessible once more. 
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Hyper-V 

1. Open Hyper-V Manager: 

 

2. Double click the Virtual Switch Manager and create a New virtual network switch: 
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3. Name the new virtual switch, check VLAN ID and add 4094 (to indicate all VLANs) and click OK: 

 

4. Navigate to Cybowall VM Settings. Select the newly created virtual switch, check VLAN ID and add 

4094 as the VLAN ID as click OK: 

 

After completion of these steps, the Cybowall UI is accessible once more. 
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Adding Additional VLANs 

Additional VLANs to be scanned by Cybowall can be added. 

1. Navigate to System settings > Network devices and click the orange + icon to the right of the 

VLAN access interface list. 

2. In the Device selection field, select eth0. 

3. Provide a free IP address and subnet mask, and select Tagged. 

4. Add the relevant VLAN id and click Add: 

 

5. After the VLAN is created, it needs to be enabled. Refer to the Enabling the Network section of 

this guide above. 

6. Repeat the process in order to add all network VLANs for scanning by Cybowall. 
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